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ABSTRACT
Radio-frequency electromagnetic fields are emitted by many
applications, such as radio broadcasting and mobile communication. A part of the general public is increasingly
concerned about the long-term effects of electromagnetic radiation on human health. However, the accurate exposure
assessment in people’s everyday life remains a formidable
challenge. State-of-the-art personal exposure meters are expensive and tedious to use. Epidemiological large-scale studies are rare and governmental compliance measurements can
only cover a small number of locations of high interest (e.g.,
schools). In this paper, we demonstrate that accurate, spatially resolved electromagnetic field measurements are feasible with commodity sensor nodes. We show the design,
implementation, and evaluation on mobile air quality sensor
nodes, which traverse a large urban area on top of public
transport vehicles in Zurich, Switzerland. We collect a data
set with over 4 million measurements and use it to develop
the first exposure map of Zurich with a spatial resolution
of 100 m. Further, we compare the found exposure levels to
measurements from different urban cities across Europe.

Categories and Subject Descriptors
C.2.1 [Computer-Communication Networks]: Network
Architecture and Design—Wireless communication

Keywords
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1.

INTRODUCTION

Wireless communication based on radio-frequency electromagnetic fields (RF-EMFs) is omnipresent in our everyday lives. Besides the well-established radio and television
broadcastings, there is a massive increase of new devices
using wireless technologies such as cell phones, cordless telephones, WiFi capable computers, and short-range communiPermission to make digital or hard copies of all or part of this work for personal or
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cation technologies like Bluetooth. With the advent of these
relatively new technologies during the last decade, part of
the general public raised concerns about the long-term effects of RF-EMFs on human health, see e.g., [8].
In general, the measured strengths of RF-EMFs in urban environments are considerably below the exposure limits
that are known to be hazardous [2]. However, many effects
of RF-EMF radiation on the human body are not well understood because there is a lack of long-term and large-scale
epidemiological studies quantifying these effects [10].
Challenges. A broad field of medical studies examine the
influence of RF-EMF radiation on human health. Examples of such investigations are evaluations on the influence
of RF-EMFs on early childhood cancer [8] and brain tumor [18]. Many of these studies have in common that they
rely on weak proxies (e.g., distance to closest cell tower [8]).
But the relation between exposure level and distance to its
source (e.g., cell tower) is complex, especially in urban areas.
Exposure meters developed for personal measurements are
used in medical studies [11] and for governmental supervision [22] to measure the strengths of RF-EMFs. However, the handling of these exposure meters, such as the
EME Spy 120 (Satimo) [9] and ESM-140 (Maschek) [20], is
an elaborate and time-consuming task. Nowadays, periodic
measurements are only available from specific spots of high
interest, e.g., schools, playgrounds, and hospitals. As example, in the city of Zurich seven spots were observed by the
government from 2009 to 2012 with on average two measurement campaigns per spot, each lasting for 30 min [22].
Contribution and road-map. Many of today’s gadgets
are armed with a wide range of different wireless technologies, e.g., WiFi, FM radio broadcasting, and Bluetooth. Instead of just using the wireless modules of these devices for
communication, we propose to use them for RF-EMF exposure monitoring on the supported frequency bands. Therewith, it is not possible to monitor as many frequency bands
as with traditional exposure meters. However, the frequency
bands that can be covered with commodity hardware, such
as GSM and UMTS (downlink), WiFi, and FM, are the most
interesting ones as they are large contributors to the total
field strength exposure in urban areas [12]. Furthermore,
these measurements are valuable because they reveal the
background exposure levels, which are omnipresent and can
not be influenced by personal behavior (such as less frequent
phone usage). So far no simple proxies exist to precisely
model these background exposure levels [5].
In this paper, we present the design, implementation, and
evaluation of our mobile measurement system, which facili-

(a) GSM 1800 MHz.

(b) WiFi 2.4 GHz.

Figure 1: Electromagnetic exposure levels in the city
center of Zurich (Switzerland) from GSM and WiFi:
high (black), medium (gray), and low (light gray).
tates long-term, fine-grained, and fully automatic RF-EMF
monitoring. We use air quality sensor nodes, which are installed on top of five public transport vehicles in Zurich,
Switzerland, regularly traversing an urban area of 100 km2
to collect RF-EMF measurements, as shown in Fig. 1. Our
main contributions are:
• We demonstrate that accurate RF-EMF exposure measurements are feasible with commodity sensor nodes.
We read out the received signal strengths on the available frequency bands and map them to exposure levels.
• We show that the measurement accuracy is similar to
state-of-the-art exposure meters widely used in medical studies and to control the adherence to exposure
limits.
• We present first insights from our monitoring campaign. For instance, we reveal a 9-fold exposure increase over the past four years on the 2.4 GHz WiFi
band at urban outdoor locations and develop the first
high-resolution (100 m) GSM exposure map of Zurich.
In Sec. 2 we provide a brief introduction to electromagnetic fields. We describe our system design in Sec. 3. In
Sec. 4 we show the accuracy of our measurements by comparing them with reference data from a state-of-the-art personal exposure meter. In Sec. 5 we present first results from
our monitoring campaign comprising over 4 million signal
strength measurements. We survey related work in Sec. 6,
and conclude in Sec. 7.

2.

BACKGROUND

Any alternating electric current generates an electric and
a magnetic field. If these fields are not shielded, they are
radiated in form of electromagnetic waves. Depending on
the type of application, this radiation is an undesired side
effect (e.g., in power transmission, microwave ovens) or it
is directly related to the specific purpose of the application (e.g., in wireless communication).

2.1

Electromagnetic Radiation

Electromagnetic waves are distinguished by their frequencies, i.e., number of oscillations per second. RF-EMFs are in

the range from 3 kHz to 300 GHz, which are the frequencies
the general public is most concerned about [24]. The range
is divided into low-frequency and high-frequency radiation
fields.
Low-frequency fields. The range from 0 kHz to around
30 kHz contains low-frequency fields. The major sources
emitting these fields are railway lines transmitting power
at 16.7 Hz, the power transmission grid operating at 50 Hz,
and electrical household appliances.
High-frequency fields. The frequencies from 30 kHz to
1 PHz count as high-frequency radiation. Most of the wireless communication and broadcasting takes place in the lower
range up to several hundred GHz. The greater part of traditional radio and television broadcasting is in the band from
30 MHz to 300 MHz. These broadcast signals are generally
emitted by large high-power antennas from elevated positions, generally on top of mountains with no surrounding
population. The bulk of modern communication takes place
in the band between 300 MHz and 6 GHz. This includes
all mobile cellular system protocols like GSM, UMTS, and
LTE, cordless phone technologies like DECT, as well as the
heavily used 2.4 GHz band for WiFi and Bluetooth.

3.

ELECTRIC FIELD MONITORING

In the following, we first describe the hardware and software requirements for commodity devices to be used for
sensing RF-EMFs. Then, we give an overview of our specific
system design and detail our implementation.

3.1

Hardware and Software Support

A wide range of electric devices at home, in the office, and
on the move emit electromagnetic radiation. Many of these
devices could be used to measure electromagnetic fields. In
the following, we describe the hardware and software requirements to make these measurements feasible.
Hardware. Devices that use electromagnetic waves to receive and send data over the wireless medium, and therefore
have a built-in antenna, could potentially be used to measure
field strengths. Examples of such devices are widely spread
in today’s world with a huge amount of technical gadgets
using wireless communication, such as computers, mobile
phones, tablets, radios, wireless access points, and sensor
boards. Typically, standard built-in antennas only support
communication on specific frequency bands, and hence, also
constrain RF-EMF monitoring to these bands.
Software. On the software side, it is required to have access to low-level radio information in order to read out the
received signal strengths. Open-source operating systems
usually provide access to this kind of information, e.g., on
Linux, Android, and Arduino platforms. On closed and proprietary operating systems, such as Windows and iOS, we
rely on existing APIs. For example, accessing the received
signal strength is officially banned on Apple mobile devices
starting from iOS 4.0.

3.2

System Design

We show with our system the feasibility of measuring
RF-EMF exposure with commodity hardware. We extend
the software on a set of air quality sensor nodes to measure besides common air pollutants the electromagnetic field
strengths on different frequency bands. The sensor nodes are
installed on top of public transport vehicles, which cover a
large urban area on a regular schedule.
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Figure 2: Sensor nodes monitor RF-EMFs and
transmit geotagged and time-stamped data to the
back-end infrastructure for further processing.

3.2.1

Overview

Fig. 2 depicts an overview of our measurement system.
Starting in 2012, we equipped five streetcars with air quality
sensor nodes (OpenSense nodes) as part of the OpenSense
project [19]. Each sensor node has an integrated GSM modem and a WiFi router. The former is used under normal
conditions for data transmission between sensor node and
back-end server, while the latter is used for reliable access
during debugging and maintenance phases. All sensor readings are first locally stored in a database and then transmitted to the back-end server, which is running Global Sensor
Network (GSN) [1], a software middleware that facilitates
data collection in sensor networks. The sensor readings are
removed from the local database once their reception is acknowledged by GSN.
The web-based visualization tool Vizzly [17], built on top
of GSN, displays for freely adjustable time periods and resolution levels the RF-EMF measurements on top of Google
Maps (see Fig. 1). All measurements are publicly available.1

3.2.2

Implementation

Our sensor nodes are based on a platform developed within
X-Sense [4] and further extended in the OpenSense project
for air pollution monitoring. The core of the measurement
station is a Gumstix (embedded computer) with a 600 MHz
processor running a Linux operating system. A GPS receiver supplies the station with precise geospatial information. While the streetcars are in operation they supply the
nodes with power. During the night, typically from 1:00 AM
to 5:00 AM, the streetcars are in their depots and the nodes
are turned off.
GSM monitoring. We use the GSM modem on the OpenSense node to measure signal strengths emitted by GSM
base stations. The GSM modem usually sees several base
stations in its vicinity. To ensure optimal connectivity, it
tries to connect to the station with the highest signal strength,
which becomes the serving cell. The seven strongest neighboring stations are kept in a list, and when necessary the
connection is handed over to one of these stations. For each
base station in the list the modem provides information on
the location area code (LAC), the unique cell ID (CID),
received signal strength in dBm (RSSI), and the absolute
frequency channel number (ARFCN). Requesting this information over the serial interface does not influence the data
connection (i.e., ongoing data transfer is not interrupted).
Hence, our application does not influence the viability of
concurrent applications. The communication speed of the
1
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modem bounds the minimum measurement interval to 5 s.
WiFi monitoring. Each OpenSense node has an integrated MikroTik RB433 for fast and flexible data communication over WiFi while debugging and during maintenance
phases. The MikroTik has built-in support to perform spectral scans fully covering the 2.4 GHz (2,182 MHz–2,549 MHz)
and 5 GHz (4,790 MHz–6,085 MHz) frequency bands. The
scans are intended to check the spectrum for interference
from other applications to select the best channel for optimized WiFi performance when configured as access point.
We use the spectral scans to monitor the exposure levels on
the two WiFi bands, which are emitted by WiFi capable devices as well as non-WiFi devices emitting on the monitored
frequency bands, e.g., microwave ovens, Bluetooth and ZigBee devices.

3.2.3

Limitations

Sensor mobility trades off temporal coverage for an increased spatial coverage. The nodes’ mobility facilitates to
obtain a high spatial measurement resolution and to increase
the covered area without the need of hundreds or thousands
of sensor nodes. But, compared to static nodes the temporal resolution of individual locations is lower. However,
observations of the spatial variation of RF-EMFs are more
valuable than examinations of short-term temporal changes.
Additionally, with our sensor node we are not able to cover
all frequency bands, which are normally sampled by personal
exposure meters. However, we cover GSM and WiFi frequency bands, which are extensively used for mobile communication and are large contributors to the total field strength
exposure in urban environments [12].

4.

CALIBRATION AND VALIDATION

The raw signal strength measurements from commodity
hardware require calibration. This is due to unknown antenna characteristics (e.g., gain) and system losses. Moreover, it is also unclear where in the receiver amplifier chain
the power measurements are made.

4.1

General Approach

We read out the modems’ power measurements PdBm in
dBm and convert the readings to Watt:
PW = 10

PdBm
10

· 0.001.

(1)

The electric field strength E has a square root dependency
on the received power PW .2 We use the method of least
squares to choose the calibration parameters C for every
frequency band such that the sum of squared differences
be√
tween the square root of the received powers PW and the
reference measurements E are minimized [3]. Our experiments show that a linear calibration curve nicely fits the
raw data to the reference measurements:
√
E = C1 + C2 · PW ,
(2)
We perform the reference measurements with the personal
exposure meter EME Spy 120. This exposure meter model
is used in many medical [11] and exposure assessment studies [12, 16], as well as by governmental institutions for com2

For GSM, we sum up the received powers from the serving
base station and from all neighboring base stations to get
the total received power.
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Figure 3: Calibrated measurements from the OpenSense node nicely fit the reference measurements from the
personal exposure meter EME Spy 120.
pliance measurements [22]. Hence, the device is well suited
for the calibration and validation of our sensor nodes.
The EME Spy 120 is able to periodically measure the field
strength E (V/m) on 12 predefined frequency bands from
FM radio (88 MHz) to WiFi (2.4 GHz) and has a lower detection limit of 0.05 V/m. Besides WiFi on 5 GHz, the other
three bands monitored by the OpenSense node are covered.
We use the minimum measurement interval of 5 s and average the measurements to conform with the intervals of the
node.

4.2

Calibration

For the calibration procedure we simultaneously collect
measurements from the EME Spy 120 and one OpenSense
node. The two devices are placed side by side. The OpenSense node performs one GSM and WiFi scan every 30 s. In
order to have a variety of field strengths for calibration, we
move the devices from less exposed regions (e.g., surrounded
by concrete walls) to more exposed areas (e.g., close to a
transmitting access point) over a time period of 35 min to
70 min. The calibrated OpenSense measurements nicely fit
the reference measurements on all three calibrated frequency
bands, as depicted in Fig. 3.

4.3

Validation

We validate the calibration by evaluating the average absolute error between the reference measurements and the
calibrated sensor readings for the different monitored frequency bands, as summarized in Table 1. The average errors
of the OpenSense node are 0.05 V/m and 0.02 V/m on the
900 MHz and 1800 MHz GSM bands, respectively. The latter
is even below the detection limit of the reference device at
0.05 V/m. On the 2.4 GHz WiFi band we receive a slightly
higher average error of 0.14 V/m. We compare the average
measurement errors to the observed measurement range on
the respective frequency bands, in order to get an impression
of the calibration accuracy. The average measurement errors
amount to only a few percent when compared to these measurement ranges, and are very low when compared to the
precautionary exposure limits of 4–6 V/m [22].
Furthermore, all calibrated measurements show a strong
correlation (Pearson r ≥ 0.6) when compared to the reference
measurements, as detailed in Table 1.

5.

MEASUREMENT CAMPAIGN

Since September 2011 we measure a wide range of air
pollutants and environmental parameters with OpenSense
nodes deployed on top of public transport streetcars. In fall
2012 we extended the software running on five nodes to measure RF-EMFs emitted by GSM and WiFi communication.

Freq. Band

Error [V/m]

Range [V/m]

Pearson r

GSM 900
GSM 1800
WiFi 2.4 GHz

0.05
0.02
0.14

0–0.7
0–0.4
0–2.1

0.90
0.93
0.67

Table 1: The average calibration errors amount to
only a few percent compared to the measurement
ranges. There is a strong Pearson correlation between the calibrated and reference data sets.

5.1

Setup

The five OpenSense nodes monitor the GSM signal strength
every 15 s and transmit the data to the GSN back-end server
as soon as a data connection is available. The cell towers in
Zurich are run by three mobile network providers, namely
Swisscom, Orange, and Sunrise. We alternate monitoring
between these three operators every 10 min. We perform
a spectral scan of the 2.4 GHz WiFi band every 30 s for a
duration of 5 s.

5.2

Preliminary Findings

We collected over the course of 4 months more than 4 million individual field strength measurements distributed over
an urban area of 100 km2 . This is by far more than what
governmental control units are able to perform manually,
i.e., in total 14 measurement events at seven sensitive locations in Zurich in the period 2009–2012. In the following,
we present preliminary findings based on our data set.

5.2.1

Transferability of Calibration Parameters

We use the same calibration parameters for all five identically constructed sensor nodes. We assess the transferability of the calibration parameters by comparing the sensor
nodes’ measurements whenever they are in each other’s spatial vicinity (≤ 100 m). The average measurement deviation
among the sensor nodes is small: 0.03 V/m on both GSM
bands and 0.08 V/m on the 2.4 GHz WiFi band. Hence, we
conclude that sensor nodes of identical construction can use
the same calibration parameters without inducing a noticeable measurement inaccuracy.

5.2.2

International Comparison

We compare the collected field strength data set from
Zurich to measurements performed by others with traditional instruments in different urban cities across Europe [16],
namely Basel (Switzerland), Ghent and Brussels (Belgium),
Ljubljana (Slovenia), and Utrecht (Netherlands), as detailed
in Table 2. The field strength exposure on the GSM (downlink) bands in Zurich are similar to those of other cities in

WiFi
[V/m]

0.17
0.35
0.22
0.36
0.24

0.03
0.0
0.02
0.0
0.22

Basel (2007–2008)
Ghent and Brussels (2007–2008)
Ljubljana (2008)
Utrecht (2008)
Zurich (2012–2013)

1.5

1

0.5

0
0

Table 2: Mean field strengths on the GSM (downlink) and 2.4 GHz WiFi bands in Zurich and five
other European cities.
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Figure 5: Increasing building heights and distance
to GSM base stations result in a decreased field
strength exposure.
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Figure 4: Base station positions and modeled GSM
exposure map of Zurich (Switzerland) with a spatial
resolution of 100 m.
Europe. On the 2.4 GHz WiFi band we observe 9x higher
exposure levels than what is reported from other cities. We
conjecture that this is due to the rise of private and public
WiFi access points over the last years. Besides our campaign, all summarized exposure assessments were carried out
more than five years ago in 2007 and 2008.

5.2.3

Developing an Exposure Map

We use our spatially resolved measurements to derive highresolution exposure maps, which can be used by the public
and in epidemiological studies to assess the exposure levels
at a high spatial scale. For this we apply land-use regression
modeling based on General Additive Models (GAMs) [13].
GAMs use a set of explanatory variables (e.g., land-use data)
to model the (possibly non-linear) relationship between the
explanatory variables and the measured exposure levels. This
relationship is used to predict the exposure levels for all locations without measurements but with available land-use
information.
We demonstrate the process by using the GSM data set
to create a map of the GSM downlink signal strengths. To
get a map with 100 m resolution, we first project all measurements on a grid with 100 m x 100 m cells. We develop a
GAM model to calculate for each cell with measurements
the dependency on the explanatory variables, which are:
(i) number of base stations per cell with low, medium, and
high transmission powers (classified by the governmental approval authority), (ii) distances to the next cell with a low,
medium, and high transmission base station, (iii) topography of the region (i.e., elevation, slope, and aspect), (iv) total number of floor levels per cell, and (v) building density.
We use the following relationship between exposure level and

explanatory variables:
ln(Ē) = a + s1 (A1 ) + s2 (A2 ) + · · · + s11 (A11 ) + ,

(3)

where Ē denotes the average field strength of a cell, a the
intercept, s1 (A1 ) . . . s11 (A11 ) the smooth functions s1 . . . s11
with explanatory variables A1 . . . A11 , and  the error term.
The non-parametric functions s1 . . . s11 are smooth regression splines with an upper limit of 3 on the degrees of freedom. Through empirical evaluations we found that the logarithmic link function yields to the best model residuals (difference between measured and modeled values). Hence, the
terms on the right side in (3) have a multiplicative relationship with the exposure level, i.e., Ē = ea · es1 (A1 ) · es2 (A2 ) · · · .
Thus, we can specify the influence of each explanatory variable An as a multiplicative influence factor esn (An ) .
Fig. 4(a) depicts the GSM base station positions in the
measurement region. The modeled field strengths emitted
by GSM base stations are illustrated in Fig. 4(b). The
modeled field strengths are mainly driven by the building
height and the distance to the closest base station, as depicted in Fig. 5. As expected, both explanatory variables
show a negative correlation with the measured field strength
(see decreasing influence factor). We assess the model accuracy by looking at the root-mean-square error, which quantifies the differences between the modeled and measured
field strengths, and the adjusted coefficient of determination (R2 ), which indicates from 0 to 1 how well the modeled
field strengths fit the measurements (R2 = 1 denotes a perfect fit). The model has a good accuracy with a root-meansquare error of 0.12 V/m and a R2 of 0.37. This is in the
range of recent air quality land-use regression models having
R2 values between 0.17 and 0.9 [14].

6.

RELATED WORK

Measurement devices. Traditionally, RF-EMFs are either monitored with personal exposure meters [9,20] or professional spectrum analyzers [21]. Personal exposure meters
monitor signal strengths on a set of predefined frequency
bands. Professional spectrum analyzers, such as the SRM3006 (Narda), are able to measure RF-EMF exposure on the
whole spectrum. Both device types are expensive (e.g., the
ESM-140 is around 4,000 USD), bulky, and tedious to use.
The OpenSense nodes achieve city-wide coverage with high
spatial resolution inducing low expenditure of human labor.
Ioriatti et al. [15] and Viani et al. [25] present specific
designed sensor nodes to monitor electromagnetic radiation
on frequency bands from 85 MHz to 2 GHz. The detection

threshold is at 0.5 V/m (compared to 0.05 V/m of our reference device), which is considerably above the mean signal
strengths measured in Zurich and various European cities.
Rayanchu et al. [23] propose Airshark, a system that uses
commodity WiFi cards to detect and classify the prevalence
of non-WiFi RF devices. The spectral scans of the OpenSense nodes also capture the signal strengths emitted by
non-WiFi devices operating in the WiFi frequency range.
The Airshark approach could be used to apportion the total
measured field strength to the different non-WiFi emitters.
Several Android applications exist that monitor signal
strengths emitted by cellular base stations and WiFi access
points, such as OpenSignal, G-MoN, and RF Signal Tracker.
All these applications simply log the received signal strength
in dBm. However, we require the exposure levels in V/m to
compare the measurements to precautionary exposure limits
and to data collected with traditional instruments. Additionally, the accuracy of these measurements is unknown.
Models. Many medical studies avail exposure models to
assess radiation levels [10]. Simple proxies, such as distance
to closest cell tower [8] or high-voltage power line [7], are
inaccurate in urban environments with differing propagation
conditions. More complex propagation models depend on
a rich set of input data, such as antenna downtilt angles
and detailed geometric building models, but can compute
exposure maps with up to 5 m resolution [5]. We strike a
balance between model complexity and spatial resolution
by developing a land-use regression model to build a field
strength exposure map with 100 m resolution.
Localization and coverage maps. Signal strengths measurements are widely used for various localization techniques,
e.g., [6, 26–28]. All these techniques rely on the relative difference between measured signal strengths as location indicator. In turn, for meaningful RF-EMF exposure monitoring
we depend on accurate absolute measurements.

7.

CONCLUSIONS

Radio-frequency electromagnetic fields are omnipresent in
everyday life emitted by many modern applications, such as
radio broadcasting and wireless communication. Up to date,
electromagnetic fields are monitored with bulky and expensive devices, which have various drawbacks limiting their
applicability in large-scale and long-term studies. In this
paper, we show that accurate electromagnetic field monitoring is feasible with commodity hardware. We introduce as
case study our measurement system comprised of five mobile air quality sensor nodes. Our measurement campaign in
Zurich, Switzerland, shows that radiation emitted by mobile
cellular base stations is at par with exposure levels measured
in other European cities 4 to 5 years ago. However, on the
2.4 GHz WiFi band we reveal a 9-fold exposure increase over
the same time period. Further, we use the collected data to
develop an accurate high-resolution exposure map.
Acknowledgements. This work was funded by Nano-Tera.

8.

REFERENCES

[1] K. Aberer, M. Hauswirth, and A. Salehi. A middleware for fast
and flexible sensor network deployment. In VLDB, 2006.
[2] A. Ahlbom, U. Bergqvist, J. Bernhardt, J. Cesarini,
M. Grandolfo, M. Hietanen, et al. Guidelines for limiting
exposure to time-varying electric, magnetic, and
electromagnetic fields (up to 300 GHz). Health Physics, 74(4),
1998.

[3] A. Björck. Numerical methods for least squares problems.
SIAM, 1996.
[4] B. Buchli, M. Yuecel, R. Lim, T. Gsell, and J. Beutel. Demo
abstract: Feature-rich platform for WSN design space
exploration. In ACM/IEEE IPSN, 2011.
[5] A. Bürgi, P. Frei, G. Theis, E. Mohler, C. Braun-Fahrländer,
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