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Abstract—Wireless sensor networks are increasingly used in
application scenarios where a high data quality is inevitable,
e.g., the control of industrial production areas. Nevertheless,
many deployments must live with strict constraints regarding
the sensing hardware and may not employ newest sensing technologies, e.g., due to limited energy budget, size, and bandwidth.
Additionally, many applications would benefit from not only
gathering absolute sensor readings but also knowing the quality
of their low-cost sensor measurements. In this paper, we introduce
a model-driven approach that (i) provides reliable accuracy
bounds for individual noisy sensor readings and (ii) detects
systematic and transient sensor errors. We apply our method to
static and mobile real-world deployments of noisy and unstable
low-cost sensors by analyzing large sets of urban temperature
and ozone measurements. We find that the proposed algorithm
successfully calculates precise accuracy bounds. We compare
them to measurements of high-quality instruments and show
that up to 96 % of the reference measurements are inside the
computed accuracy bounds in the static scenario and up to
94 % in the mobile scenario. This is surprisingly high for the
used low-cost sensors. By analyzing data from our static longterm deployment, we reveal that the ozone sensor’s reliability is
dependent on seasonal weather conditions.

I. I NTRODUCTION
Until a few years ago wireless sensor networks (WSNs)
were mainly deployed by system researchers to understand
and solve fundamental challenges (e.g., time synchronization
and reliable communication). Examples are short-living deployments, such as structural monitoring for a few days [1] and
habitat monitoring for several months [2]. The progress in the
last years enabled researchers to install long-term deployments
operating for multiple years. Examples of longstanding installations are the monitoring of permafrost in alpine regions [3]
and heritage buildings in Northern Italy [4], both in operation
since more than three years to this day. The improvements
in wireless technologies also made it possible to install largescale WSNs in industrial production areas [5], [6]. In many
of these recent deployments the quality of the gathered data
is vital for the success of the whole application. Nowadays,
data collected by WSNs are used for adaptive lighting in
road tunnels [7], data center monitoring [8], clinical patient
surveillance [9], and pollution monitoring [10]. In all these
application scenarios wrong or inaccurate sensing may lead to
wrong decisions with crucial societal and economical impacts.
Challenges. Many WSN deployments have strict constraints
regarding the sensing hardware. The availed sensors need
to be low-cost in multiple domains, such as size, energy
consumption, and price. The strict obedience to these design

goals typically leads to a reduced measurement accuracy and
reliability of the produced sensors [11], [12]. One common
example are sensors produces for air quality monitoring.
Traditionally, air pollutants are monitored with static highquality stations using analytical instruments. These complex
systems are huge in size and cost tens of thousands of dollars.
In recent years, several research groups started measuring air
pollutants with low-cost solid-state gas sensors (∼100 dollars)
that are compact in size and suitable for mobile measurements
but show a 100x higher uncertainty [13].
Additionally, for many applications it is relevant to not
only gather the absolute sensor readings, but also estimate the
quality of individual measurements. The measurement quality
depends on many factors, such as type of sensor used, sensor
aging effects, calibration quality, environmental conditions,
and type of the monitored phenomenon. Certain applications
may only allow a small tolerance in the accuracy of the
collected data [14].
Contributions and road-map. We exploit the fact that every
measurable phenomenon underlies certain physical processes.
This enables us to calculate upper and lower bounds on the
maximum feasible phenomenon change over a given temporal
and spatial distance. Similarly, also sensors show a welldefined performance over time allowing to calculate bounds
on the maximum sensor drift over a given time period. We
are the first to use these bounds together with the collected
sensor readings to augment each measurement with individual
accuracy bounds, indicating the precision of the measured
values. Our approach does not impose any overhead at the
sensor nodes. Furthermore, the proposed method automatically
detects and filters out systematic (e.g., hardware failure) as
well as transient (e.g., outliers) sensor errors.
The main contributions described in this paper are:
• We introduce a novel model-driven algorithm to calculate
reliable accuracy bounds for noisy sensor readings and
detect erroneous measurements.
• We demonstrate the applicability of our method by using
the proposed algorithm to analyze large sets of static and
mobile temperature and ozone measurements.
• By comparing the sensor readings to measurements of
high-quality instruments, we show that the calculated accuracy bounds are highly accurate, and by analyzing data
of 1.5 years we reveal a dependency between the ozone
sensor’s reliability and seasonal weather conditions.
We give in Sec. II a system overview and introduce the
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Figure 1. System overview. Calibrated sensor readings, reference data, and sensor and phenomenon models are used to calculate for each sensor reading
individual accuracy bounds and detect erroneous measurements.

general models to characterize the phenomenon of interest and
the sensing hardware. We describe our method in Sec. III,
which uses these models to compute for each sensor reading
corresponding accuracy bounds. Sec. IV presents our case
study and details the specific models that are used in Sec. V
to evaluate two measurement campaigns. We monitor temperature and urban air pollution by using unstable and noisy lowcost sensors. We present results from (i) a static installation in
a suburban area and (ii) a mobile deployment on top of five
public transport vehicles traversing an urban area of 100 km2 .
We show that the algorithm can calculate accurate bounds
for different sensor types under static and mobile settings.
When compared to high-quality instruments, in the static up
to 96 % and in the mobile scenario up to 94 % of the reference
measurements are inside the computed accuracy bounds. We
survey related work in Sec. VI, and conclude in Sec. VII.
II. S YSTEM M ODELS
This section gives a high-level overview of our approach
and introduces general models of the phenomenon of interest
and the sensor characteristic.
A. System Overview
We start by giving a high-level overview as illustrated
in Fig. 1. We consider application scenarios where sensor
nodes monitor a specific phenomenon and transmit their
measurements to a base station for further processing [3], [10].
We make use of additional information at the base station
consisting of (i) reference data containing at least one tuple of
a reference measurement and a corresponding sensor reading
and (ii) two independent models that describe the phenomenon
of interest and the sensor characteristic. This information
is combined to calculate for each sensor reading an upper
and a lower accuracy bound indicating the quality of the
measurement and to detect erroneous sensor readings. In this
paper, we focus on the computation of these accuracy bounds
and assume to receive as input calibrated sensor readings using
any desired calibration algorithm, e.g., [15], [16].
B. Phenomenon Model
We exploit the fact that every phenomenon underlies certain
physical processes. Hence, it is possible to calculate bounds
on the maximum feasible phenomenon change over a given
temporal and spatial distance. We introduce the phenomenon
model to describe the behavior of the monitored phenomenon
of interest.
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Figure 2. Phenomenon model. Signal value h(ti ) at time ti and phenomenon function fω limit possible signal values at time tj to h(ti ) + [Ωi,j ].

Model. Let a phenomenon of interest H exhibit a continuous
measurable signal h : T × L → D at time t ∈ T ⊆ R+ , at
location l ∈ L ⊆ R2 , and with a domain of measurable values
D ⊆ R. Consider a measurement h(ti , li ) performed by a
perfect sensor at time ti ∈ T and location li ∈ L. We introduce
a positive-definite function fω that defines the bounds on the
possible signal values at time tj ∈ T and location lj ∈ L
depending on the temporal and spatial distances |ti − tj | and
|li − lj |:
|h(ti , li ) − h(tj , lj )| < fω (|ti − tj |, |li − lj |)
The interval [Ωi,j ]1 represents the maximum possible signal
change from time ti and location li to time tj and location
lj , that is, the lower and upper bounds on the maximal signal
change:
[Ωi,j ] = [−fω (|ti − tj |, |li − lj |), fω (|ti − tj |, |li − lj |)] (1)
Example. Fig. 2 shows an example that assumes a static
location (i.e., li = lj = ll ) for simplicity. In this example, the
phenomenon function fω is linear and provides bounds on the
possible phenomenon change around the known phenomenon
level h(ti ) at time ti . The possible signal values of the
phenomenon at time tj are bounded by h(ti ) + [Ωi,j ].
C. Sensor Model
We introduce the sensor model to describe the characteristic
of the sensor used to monitor the phenomenon of interest.
We exploit the fact that most sensors show a well-defined
performance over time, e.g., solid-state gas sensors suffer from
an incremental loss of sensitivity over time [17].
Model. Consider a sensor that takes measurements of a
phenomenon H. This leads to a sequence of discrete raw
1 To make the notation of intervals more compact, we will often represent
intervals with squared brackets [a] without writing the exact lower and upper
bounds [al , au ].
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Figure 3. Sensor accuracy. The sensor accuracies at times tj±1 and the
maximum sensor drifts (dotted lines) between tj±1 and tj bound the sensor
accuracy [δ(tj )] at time tj .

measurements {s(ti )} at time ti ∈ T (we will not explicitly
write the measurement location li ∈ L to keep the formulas
compact). We consider a measurement as point measurement,
that is, it has no duration.
If the sensor is perfect then s(ti ) = h(ti , li ), where h(ti , li )
is the value of the actual measured phenomenon. However,
low-cost sensors typically suffer from the effects of aging [17].
Additionally, low-cost gas sensors are sensitive to ambient humidity and responsive to the influence of interfering gases [18].
Both have a significant influence on the sensor readings and
result in a deviation of s(ti ) from h(ti , li ). Operators try to
minimize this deviation by adjusting the sensor calibration.
We denote with ŝ(ti ) the calibrated sensor reading of s(ti ).
Let us denote with d(ti ) the sensor offset, that is,
d(ti ) = ŝ(ti ) − h(ti , li ). The offset d(ti ) is zero if the sensor is
perfectly calibrated at time ti . We introduce a monotonically
increasing2 , positive-definite function fγ , which models the
maximum accumulated sensor drift from time ti to time tj ∈ T
depending on the time difference |ti − tj |:
|d(tj ) − d(ti )| < fγ (|tj − ti |)
The interval [Γi,j ] specifies bounds on the maximum possible
accumulated drift of the calibrated sensor reading from time
ti to time tj :
[Γi,j ] = [−fγ (|ti − tj |), fγ (|ti − tj |)]

(2)

Typically, sensor readings are noisy. We use the constant γn to
model noise and denote with [ŝ(ti )] = [ŝ(ti ) − γn , ŝ(ti ) + γn ]
the calibrated noisy sensor reading.
III. C ALCULATION OF THE S IGNAL R ANGE
We use the introduced models to calculate accuracy bounds.
For this we use the following interval arithmetics given the
two intervals [a] and [b]:
[a] + [b] ≡ [al + bl , au + bu ]
l

l

(addition)
u

u

[a] ∧ [b] ≡ [max(a , b ), min(a , b )]

(intersection)

We define the size of interval [a] as [a] = au − al , if au ≥ al
and otherwise [a] is undefined.
A. General Approach
Sensor accuracy. No sensor is perfect, hence sensor readings
have a certain uncertainty, e.g., due to sensor drift and noise.
2 The

drift of most sensors is gradually increasing over time [17].

We use the sensor model introduced above to calculate for
each sensor reading ŝ(tj ) the corresponding sensor accuracy
[δ(tj )]. The sensor accuracy at time tj is narrowed by the immediate preceding and succeeding sensor accuracies [δ(tj−1 )]
and [δ(tj+1 )], and the maximum possible sensor drifts Γj−1,j
and Γj+1,j between times tj±1 and time tj :
^
[δ(tj )] = [δ(tj )] ∧
([δ(ti )] + [Γi,j ])
i=j±1

Fig. 3 illustrates the calculation of [δ(tj )] by using a linear
sensor drift (dotted lines). Considering only the immediately
preceding and succeeding sensor reading is enough, since the
sensor drift is modeled by a monotone function that is only
time-dependent. The chronological order of the evaluation is
irrelevant, since the interval intersection operation, as defined
above, is associative.
Without any additional knowledge, all sensor accuracies are
unbounded, i.e., [δ(ti )] = [−∞, +∞]. Hence, we require at
least one reference tuple consisting of a high-quality (i.e.,
higher than the low-cost sensor’s quality) reference measurement r(tl ) and a sensor reading [ŝ(tl )], which were measured
in each other’s immediate spatial and temporal vicinity. We assume that all reference measurements have a constant accuracy
[ar ]. We use this additional information to adjust the sensor
reading [ŝ(tl )] = [r(tl ), r(tl )] and to set the initial accuracy
of this measurement to [δ(tl )](0) = [ar ]. Then, we iteratively
calculate bounds for all other sensor accuracies:
^
[δ(tj )](n+1) = [δ(tj )](n) ∧
([δ(ti )](n) + [Γi,j ]) (3)
i=j±1

Signal range. We define the signal range [c(tj )] as the feasible
phenomenon range at time tj given the calibrated sensor
reading [ŝ(tj )] and the sensor accuracy [δ(tj )]:
[c(tj )] = [ŝ(tj )] + [δ(tj )]
We use the phenomenon model to calculate bounds on
the signal range. We reduce the size of the signal range
by integrating all possible phenomenon drifts [Ωi,j ] between
signal range [c(tj )] and any other signal range [c(ti )]:
^
[c(tj )](n+1) = [c(tj )](n) ∧ ([c(ti )](n) + [Ωi,j ])
(4)
∀i

We take all available signal ranges [c(ti )] into account, since
in general, the feasible change of the phenomenon is not only
time- but also location-dependent.
Example. We outline a simple example using temperature
measurements. Consider a temperature sensor without noise
(i.e., γn = 0 ◦ C) and with a presumed sensor accuracy
of [δ(t1 )] = [−3, 3] ◦ C at time t1 . Assume we also know
the sensor accuracy [δ(t0 )] = [−1, 1] ◦ C at time t0 , which
is more accurate than at time t1 , and the sensor drift
[Γ0,1 ] = [−0.5, 0.5] ◦ C between times t0 and t1 . We avail this
information to get tighter sensor accuracy bounds for [δ(t1 )]
using (3):
[δ(t1 )] = [−3, 3] ∧ ([−1, 1] + [−0.5, 0.5]) = [−1.5, 1.5] ◦ C

Next, consider a calibrated sensor reading ŝ(t1 ) = 10 ◦ C at
time t1 . Despite that the sensor is measuring 10 ◦ C, due to
the sensor’s uncertainty the feasible temperature range is in
[c(t1 )] = 10 + [−1.5, 1.5] = [8.5, 11.5] ◦ C.
We use the phenomenon model to get a tighter signal range.
Consider measurement [c(t5 )] = [12, 13] ◦ C and assume a
maximum phenomenon change of [Ω5,1 ] = [−2, 2] ◦ C between
times t5 and t1 . We use (4) to re-evaluate [c(t1 )]:
[c(t1 )] = [8.5, 11.5] ∧ ([12, 13] + [−2, 2]) = [10, 11.5] ◦ C
We curtailed the signal range from [7, 13] ◦ C to [10, 11.5] ◦ C
by using two additional sensor readings and the bounds given
by the sensor and phenomenon models.
B. Algorithm
We sketch our proposed algorithm in Alg. 1. For the
evaluation of the signal ranges, we require a finite set
of calibrated sensor readings S = {[ŝ(t1 )], . . . , [ŝ(tp )]}
and a finite, non-empty set of reference pairs
R = {(r(t1 ), [ŝ(t1 )]), . . . , (r(tm ), [ŝ(tm )])}.
The algorithm starts with an initialization phase
(lines 1 to 10), where all sensor readings for which we have
reference measurements are adjusted and the corresponding
sensor accuracies are set to [ar ]. The initial sensor accuracies
of all other measurements are unbounded. Then, we first
solve (3) for all uncertainties (line 14) until the sensing
accuracies stay unchanged. The required number of iterations
depends on the maximum number of measurements between
any sensor reading [ŝ(tj )] ∈ S and its time-wise closest
reference measurement. Next, (4) is solved for all signal
ranges (line 25) until they stay unchanged. The maximum
number of iteration depends on the phenomenon model used,
number of invalid measurements, and their order of detection.
Detection of erroneous measurements. The intersect operation on line 25 can lead to an empty signal range, i.e.,
c(tj )l > c(tj )u . This occurs if the signal range bounds of a
sensor reading are not overlapping with the predicted bounds
defined by the phenomenon and sensor models. Empty intervals are caused by sensor readings that do not comply with the
given models, i.e., this serves as identification of systematic or
transient sensor errors. However, assume that an empty interval
is received when calculating the intersection between [c(tj )]
and [c(ti )]. Without additional information, we do not know
whether the erroneous measurement is ŝ(tj ) or ŝ(ti ).
We assume that only a small portion of the measurements
are flawed. Therefore, we build a conflict graph G = (V, E)
where two measurements are added to the set of vertices
V with an edge in E if the intersection of their signal
ranges results in an empty interval. We compute the maximum
independent set I of G and, due to our assumption, presume
that set I contains the valid measurements.3 The erroneous
measurements [c(tj )] ∈ V \ I are marked as invalid and are
not considered in future iterations.
3 Finding a maximum independent set is NP-hard. We use Greedy that
achieves an approximation ratio of (∆ + 2)/3, where ∆ is the maximum
degree of G [19].

Algorithm 1 Calculation of the signal range
Input: Sensor readings S = {[ŝ(t1 )], . . . , [ŝ(tp )]} and reference pairs R = {(r(t1 ), [ŝ(t1 )]), . . . , (r(tm ), [ŝ(tm )])}
with reference accuracy [ar ].
Output: Set of signal ranges C = {[c(t1 )], . . . , [c(tp )]}.
1: D := ∅;
2: C := ∅;
# Initially all sensor accuracies are unbounded.
3: for all [ŝ(tj )] ∈ S do
4:
[δ(tj )] := [−∞, +∞];
5:
D := D ∪ [δ(tj )];
6: end for
# Reference measurements provide safe bounds.
7: for all (r(tj ), [ŝ(tj )]) ∈ R do
8:
[ŝ(tj )] := [r(tj ), r(tj )];
9:
[δ(tj )] := [ar ];
10: end for
# Evaluate for each sensor reading the sensor accuracy.
11: repeat
12:
D0 := D;
13:
for all [δ(tj )] ∈ D doV
14:
[δ(tj )] := [δ(tj )] ∧ i=j±1 ([δ(ti )] + [Γi,j ]);
15:
end for
16: until D == D 0
17: for all [δ(tj )] ∈ D do
18:
[c(tj )] := [ŝ(tj )] + [δ(tj )];
19:
Mark [c(tj )] as valid;
20:
C := C ∪ [c(tj )];
21: end for
# Evaluate for each sensor reading the signal range.
22: repeat
23:
C 0 := C;
24:
for all valid [c(tj )] ∈V
C do
25:
[c(tj )] := [c(tj )] ∧ ∀i ([c(ti )] + [Ωi,j ]);
# If the signal range is empty, build a conflict graph
to find the erroneous measurements.
26:
if c(tj )l > c(tj )u then
27:
Build conflict graph G = (V, E);
28:
Find maximum independent set I of G;
29:
Mark all [c(tj )] ∈ V \ I as invalid;
30:
end if
31:
end for
32: until C == C 0

Example. We show an illustrative example with four sensor
readings in Fig. 4. The measurements are indicated with their
signal ranges. We assume a linear phenomenon function fω
as depicted with dotted lines. On line 25 of the algorithm
we will receive empty intervals because signal range [c(t1 )]
neither has an intersection with [c(t0 )] nor with [c(t3 )], for
example, [c(t0 )] ∧ ([c(t1 )] + Ω1,0 ) results in an empty interval.
Hence, the algorithm builds a conflict graph, as shown in
Fig. 4(b). Measurements [c(t0 )] and [c(t3 )] build the maximum
independent set, therefore [c(t1 )] is marked as invalid.

Time

(a) Signal ranges of four measurements.

(b) Conflict graph.

Figure 4. Erroneous measurements. Trying to intersect (dotted lines) the
four signal ranges [c(t0 )] to [c(t3 )] leads to several empty intervals (i.e., no
intersection) in (a) resulting in the conflict graph in (b).
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Figure 5. Phenomenon gradient. Maximum phenomenon change for time
intervals between 30 min and 3 h based on historical high-quality data.

A. Sensor Node
C. Convergence
In the following we show that Alg. 1 computes for every sensor reading a fixed and bounded sensor accuracy
[δ(tj )] ∈ D. Similarly, the same can be shown for all signal
ranges [c(tj )] ∈ C.
Theorem 1 (Convergence of the sensor accuracy). Let S and
R be two non-empty sets as given as input in Alg. 1. For every
sensor accuracy [δ(tj )] ∈ D the sequence of sensor accuracy
(n)

lengths {[δ(tj )]

(n)

} converges to inf n {[δ(tj )]
(n)

Proof: The sequence {[δ(tj )]

}.

} is monotonically de(n)

(n+1)

creasing, i.e., for all indices n is [δ(tj )] ≥ [δ(tj )]
,
since the only operation on [δ(tj )] is the intersection with
another sensor accuracy [δ(ti )] ∈ D. For the intersection of
any given intervals [a], [b], and [c] such that [c] = [a] ∧ [b] the
following holds: [c] ≤ [a] and [c] ≤ [b].
(n)

Next, we show that the sequence {[δ(tj )]
upper bounded by
(n)

0 ≤ {[δ(tj )]

} is lower and

} ≤ [ar ] + [Γi,j ] with r(ti ) ∈ R.

The lower bound 0 is given by the minimum possible
size of an interval. The upper bound is narrowed by the
(time-wise) closest reference measurement r(ti ) that belongs
to a reference pair in R. The initially unbounded interval [δ(tj )](0) is bounded after the |i − j|th iteration to
[δ(tj )](|i−j|) = r(ti ) + [ar ] + [Γi,j ] where [Γi,j ] represents the
maximum possible sensor drift between times tj and ti .
After the Monotone Convergence Theorem, a monotonically
(n)
decreasing and bounded sequence {[δ(tj )] } always con(n)

verges to inf n {[δ(tj )]

Our sensor node is based on the prototype platform developed within X-Sense [21] and further extended in the
OpenSense project [10] for air pollution monitoring, as depicted in Fig. 6(a). The core of the measurement station is
a Gumstix (embedded computer) with a 600 MHz processor
running the Angstrom Linux operating system. A GPS receiver
supplies the station with precise geospatial information. The
ambient temperature is measured with a SHT10 temperature
sensor from Sensirion [22] and ozone is monitored with a
MiCS-OZ-47 sensor head from e2v [13]. All measurements
are transmitted over a GSM connection to our local server for
further processing.

} [20].

IV. C ASE S TUDY
We present a case study to show the applicability of our
signal range algorithm. For this we feed the algorithm with
static and mobile temperature and ozone measurements. Temperature is an easily measurable signal whereas the sensing of
the ozone concentration is more complex, as it includes a gas
sensor whose characteristic is highly time-dependent due to
sensor aging, cross-sensitivity to other gases in the atmosphere,
and dependency on environmental conditions.

B. Model Instantiations
We introduce specific instances for the general models
presented in Sec. II that are used for the evaluation of our
measurements.
Phenomenon model. We introduce the variables ωt and ωs
to model the maximum feasible phenomenon change from
time ti ∈ T and location li ∈ L to any other time tj ∈ T
and location lj ∈ L. The evaluation of historical high-quality
data of the last 18 months shows, that for short time intervals
|ti − tj |, there is a linear dependency between the maximum
phenomenon change and the time difference |ti − tj |, as
depicted for temperature and ozone in Fig. 5 [23]. In our data
sets the time periods between subsequent measurements are in
the order of minutes. Further, we assume that the maximum
phenomenon change over space is also linearly dependent on
the location offset |li − lj |:
fω (|ti − tj |, |li − lj |) = |ti − tj | · ωt + |li − lj | · ωs
An example of such a function fω is depicted in Fig. 2 for
a static location. Such linear functions overestimate the maximum possible phenomenon change, especially for large time
and location differences, as shown in Fig. 5. A more precise
phenomenon model would further improve the accuracy of the
computed signal ranges.
Sensor model. Low-cost sensors are subject to drift over time
that affects their measurement accuracy. We introduce γt to
model the maximum sensor drift between two measurement
times. The maximum accumulated sensor drift from time ti to
tj is linearly bounded by:
fγ (|ti − tj |) = |ti − tj | · γt

(a) Sensor node for air quality monitoring. (b) Static deployment at a reference station.
Figure 6.

(c) Mobile deployment on top of public streetcars.

Deployments. Sensor nodes for air quality monitoring are deployed next to a static reference station and on top of five public transport vehicles.
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Figure 7. Calibration model. The reference measurements r(ti ) and r(tl )
linearly adjust the offset of all intermediate raw sensor readings s(·) resulting
in calibrated sensor readings ŝ(·).

Our signal range algorithm is independent of the phenomenon and sensor models. For the evaluation we use the
simple models presented above. However, also arbitrary complex models, such as [24], can be used to lower the interval
bounds of [Ωi,j ] and [Γi,j ], and hence, get tighter signal ranges
without any changes to Alg. 1.
Sensor calibration. The proposed signal range algorithm is
independent from a specific sensor calibration approach. For
completeness, we briefly describe the calibration algorithm
used in our evaluation. We assume that a sensor node is from
time to time in the vicinity of a reference station and that
we have access to these measurement pairs (r(ti ), s(ti )) consisting of a reference measurement and a raw sensor reading.
The reference measurements are used to adjust the offset of
the sensor readings as illustrated in Fig. 7. We consider two
consecutive measurement pairs at times ti and tl , and set
the calibrated sensor readings equal to the reference signals,
i.e., ŝ(ti ) = r(ti ) and ŝ(tl ) = r(tl ). The offset adjustment of
sensor reading s(tj ), where ti < tj < tl , is influenced by the
immediate preceding and succeeding reference measurements
r(ti ) and r(tl ). The exact factor is linearly dependent on the
absolute time differences |tj − ti | and |tj − tl |:

|tj − ti | 
· r(tl ) − s(tl ) +
|tl − ti |

|tj − tl | 
· r(ti ) − s(ti ) ,
∀ti < tj < tl
|tl − ti |

ŝ(tj ) = s(tj ) +

As example, if measurement s(tj ) is performed exactly between ti and tl , then both reference measurements r(ti ) and
r(tl ) have 50 % influence on ŝ(tj ).

First, we show the feasibility of the proposed signal range
algorithm under a controlled static setting in a suburban area.
We thoroughly analyze the accuracy of the computed signal
ranges and the ability to detect sensor failures. Then, we use
the found parameter settings to calculate the signal ranges in
a mobile scenario with five mobile sensor nodes installed on
top public streetcars traversing an urban area of 100 km2 .
Performance metrics. We evaluate the performance of our
algorithm by looking at two opposing metrics: (i) the average
signal range size and (ii) the ratio of invalid measurements.
Assume set M contains all valid signal ranges and set N all
invalid ones. We define the average signal range size as:
1
|M |

X

[c(tj )]

∀[c(tj )]∈M

The average signal range size is highly dependent on the model
parameters ωt , ωs , γt , and γn . Setting these parameters tight
results in smaller signal ranges. However, the result is also a
potentially larger number of invalid sensor readings that do not
comply with the given models. We define the ratio of invalid
|
measurements as |M|N
|+|N | .
Guidance on parameter settings. The proper selection of
the model parameters is crucial for the evaluation of exact
accuracy bounds and the accurate detection of outliers. The
sensor drift over time γt and the expected noise in the sensor
readings γn are usually specified in the data sheets of sensors,
e.g., [22]. If available, comparative measurements against a
higher quality sensor can be used to verify and refine the given
specifications. Public historical high-quality data (e.g., from a
national air pollution monitoring network [23]) can be used to
compute the parameters ωt and ωs that describe the maximum
feasible phenomenon change over a given temporal and spatial
distance. In the following, we show how the sensor and
phenomenon model parameter settings impact the performance
of the proposed signal range algorithm. Additionally, we
present detailed results for specific parametrizations that are
based on sensor characteristics given in sensor data sheets and
phenomenon variations found in historical high-quality data.
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Figure 8. Temperature. Average signal range sizes (a) and ratios of invalid
measurements (b) for different model settings.

15

24 Apr
Date

(b) Invalid measurements [%].

50

Invalid measurement

20

0
23 Apr

0

Signal range

Invalid measurement

100

50

0
23 Apr

24 Apr

25 Apr

26 Apr

Date

20
5
10
0

(b) Ozone signal ranges.
5
10
15
Sensor drift [ppb/h]

20

0

(b) Invalid measurements [%].

Figure 10. Static measurements. Signal ranges of temperature and ozone
measurements over a period of three days. Invalid sensor readings are marked
with a square.

Figure 9.
Ozone. Average signal range sizes (a) and ratios of invalid
measurements (b) for different model settings.

A. Static Measurements in a Suburban Area
Setup. We deployed our sensor node next to a static, highly
reliable measurement station operated by a national official
authority, as shown in Fig. 6(b). We assume that the static measurement station has a near perfect sensor, i.e., [ar ] = [0, 0].
The reference station measures temperature and ozone concentration once per minute and allows public access to 10minute averages. We use one measurement per hour as input
for the signal range algorithm and the remaining 83 % of
the reference measurements to evaluate the accuracy of the
calculated signal ranges. Our sensor node senses the ambient
temperature and ozone concentration every minute and transmits the measurements to the back-end server. We analyze
data collected over a period of 1.5 years comprising more than
1,500,000 sensor readings to reveal seasonal characteristics of
the deployed sensors. The detailed results are based on a onemonth extract thereof.
Our evaluation metrics depend on the given model parameter settings. We evaluate both metrics with different parameterizations. We analyze different phenomenon models by
varying ωt , the maximum feasible phenomenon change over
time. Parameter ωs has no influence since we are performing
measurements at a static location. For the sensor model we
vary the maximum sensor drift γt . We fix the sensor noise
to γn = 1.5 ◦ C [22] and γn = 6 ppb for the model of the
temperature and ozone sensor, respectively. The data sheet of
the ozone sensor suggest that γn = 20 ppb [13], however our
evaluations show that the noise is around ±6 ppb [25].
Evaluation: Temperature. We illustrate in Fig. 8 the average sizes of the signal ranges and the ratios of invalid
measurements for ωt and γt between 1 ◦ C/h and 10 ◦ C/h.

Fig. 8(a) demonstrates that the average signal range sizes
distinctly decrease for small parameter values. However, these
tight parameter settings are payed by an increased number of
invalid sensor readings that do not confirm the strict model
settings as shown in Fig. 8(b). For relaxed model parameters
the average signal range sizes are increased but the percentages
of invalid sensor readings drop towards zero. In the following,
we show detailed results for one specific parameter setting.
We fix the sensor drift to γt = 0.04 ◦ C/yr as specified in the
sensor’s data sheet [22] and the maximum temperature variation to ωt = 10 ◦ C/h as observed on historical high-quality
data (see Fig. 5(a)). Fig. 10(a) shows the calculated signal
ranges for an excerpt of three days. We get a signal range size
of 2.4 ± 0.9 ◦ C and 0.2 % of invalid sensor readings.
Evaluation: Ozone. We perform the same evaluation for
the ozone measurements. We depict in Fig. 9 the average
signal range sizes and the ratios of invalid measurements for
different parameter settings of ωt and γt . The ratios of invalid
measurements are slightly higher than for the temperature
measurements. This is not surprising as sensing ozone is more
complex and error-prone (e.g., the sensor is sensitive to other
gases in the atmosphere).
We set the sensor drift to γt = 1 ppb/day4 and the
maximum phenomenon variation over time to ωt = 40 ppb/h,
as observed on historical high-quality data (see Fig. 5(b)).
We receive an average signal range size of 9.5 ± 3.7 ppb and
0.3 % of invalid measurements, as illustrated in Fig. 10(b).
We see that clear outliers are correctly marked as invalid, e.g.,
midday on the 25th April.
Accuracy. We use all available reference measurements (10minute averages) to evaluate the accuracy of the calculated
signal ranges over the course of one month. Fig. 11 depicts
4 Based

on the observed resistance decrease of tin dioxide sensors in [17].
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Figure 12. Sensor failure detection. The artificially added noise between
the 7th and 14th of May significantly increases the number of measurements
marked as erroneous.
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a half-day excerpt of this data. We clearly see that the
signal ranges closely surround the reference measurements.
For temperature, 96 % (4542 out of 4739) of the reference
measurements are inside the signal ranges. For ozone measurements, 92 % (4238 out of 4608) are inside the computed signal
ranges. The percentage is slightly lower as ozone monitoring is
more complex and hence, our simple phenomenon and sensor
models are less accurate. However, values outside the signal
range miss the bounds only by a short distance, that is on
average 0.7 ◦ C for temperature and 3.7 ppb for ozone.
Detecting sensor failures. We demonstrate on partially synthetic data that our method is able to accurately detect and filter
out erroneous measurements and in this way support the detection of sensor failures. We add an offset, which is uniformly
distributed in U(−20, 20) ppb, to all ozone measurements
dating from the 7th to the 14th of May. Our method correctly
detects the sensor readings that do not comply with the models
and marks them invalid, as shown in Fig. 12(a). Fig. 12(b)
depicts the accumulated number of invalid measurements over
time. The steep slope between 7th and 14th of May clearly
indicates the period of time with erroneous sensor readings
and, hence, can be used to detect sensor failures.
Influence of reference measurements. In the following, we
analyze the influence of the number of available reference
measurements on the computed signal ranges. Fig. 13 shows
the relative average signal range sizes and number of invalid
measurements for reference measurement periods between
10 minutes and 2.5 hours. We take as baseline the setting
used until know, that is, one reference measurement per hour.
More reference measurements allow to calculate more accurate
signal ranges, as shown in Fig. 13(a). The influence on the
ozone signal ranges is higher than on those of temperature
due to the considerably higher drift of the ozone sensor. More
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Figure 11.
Signal range accuracy. The signal ranges of temperature
and ozone measurements are accurate, they closely surround the reference
measurements from a static high-quality station.

30 Apr

200

Temperature
Ozone

100
0
−100
−200

10

20
30
60
90
120
Reference measurement period [min]

150

(b) Relative number of invalid measurements.
Figure 13. Reference data. Relative average signal range sizes and relative
number of invalid measurements depending on the number of available
reference measurements. Baseline is one reference measurement every 60 min.

reference measurements also help to find up to two times
more erroneous sensor readings, as depicted in Fig. 13(b).
The phenomenon model helps to find outliers while due to
the reference measurements we are able to also detect many
systematic errors (e.g., wrong offset).
Long-term sensor characteristic. We end our analysis by
looking at the long-term characteristic of the temperature and
ozone sensors. To this end, we evaluate for a period of 1.5
years (from July 2011 to December 2012) for each week the
ratio of invalid temperature and ozone sensor readings, as
depicted in Fig. 14. The reliability of the temperate sensor
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does not show any dependency on seasonal weather conditions. In turn, the ozone sensor is more sensitive to seasonal
weather conditions. It delivers distinctly higher numbers of
erroneous measurements during the warm seasons from March
to September. This is probably due to the higher ozone levels
in summer. The average signal range sizes of the temperature
and ozone sensor readings do not reveal any dependency.
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Figure 14. Weekly ratio of invalid measurements. The temperature sensor
does not show any dependency on seasonal weather conditions while the
ozone sensor delivers a higher number of invalid sensor readings in the warm
seasons (March to September) with higher exposure levels.
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Figure 15. Mobile measurements. Signal ranges of mobile temperature and
ozone measurements of one mobile sensor node over a period of three days.

B. Mobile Measurements in an Urban Area
Setup. We deployed five sensor nodes on top of five streetcars
of a public transport network to monitor urban air pollution,
as depicted in Fig. 6(c). The ambient temperature and the
ozone concentration in the atmosphere is recorded every 60 s.
We evaluate four weeks of measurements performed in May
and June 2012. We use the same parameter settings as in the
static analysis and additionally set the phenomenon gradient
over space ωs to 1 ◦ C/km and 9 ppb/km for temperature and
ozone. Both settings are based on the evaluation of historical
data from two static high-quality stations located within 5 km
of each other. From time to time the mobile vehicles pass
these two reference stations. We use their measurements as
input for the signal range algorithm. We create a reference
pair each time the transport vehicle is in the vicinity of one
of the reference stations. The temporal and spatial vicinity
requirements heavily depend on the measured phenomenon.
The spatial dispersion of temperature and ozone in a street
canyon is in general constant and the monitored phenomena
are slowly changing over time (in the order of minutes) [26].
Hence, we expect that sensor reading and reference measurement are considered to be exposed to similar concentrations if
their measurement time and location do not differ more than
10 min and 400 m, respectively.
Evaluation. We illustrate the evaluated signal ranges for
temperature and ozone measurements in Fig. 15. The average
signal range sizes are with 2.7±0.9 ◦ C for temperature and
10.1±4.2 ppb for ozone, only slightly higher than in the static
scenario. In both data sets, 0.3 % of the measurements do not
comply with the given models.
Accuracy. We perform a 10-fold cross-validation test to evaluate the accuracy of the computed signal ranges. We randomly
remove 10 % of the reference measurements and use them to
verify the accuracy of the calculated signal ranges. We repeat
this procedure 10 times. For temperature, on average 94 % of

the reference measurements are inside the computed signal
ranges. For ozone, on average 84 % of the reference measurements are inside the evaluated ranges. Both percentages
are lower than in the static deployment. Possible sources for
the lower precision are the sensor response times, which have
a much higher influence in the mobile setting, and the GPS
inaccuracy, which introduces errors in the vicinity calculation
between sensor node and reference station. However, the signal
bounds are again missed only by a short distance, that is, on
average 0.8 ◦ C for temperature and 5.2 ppb for ozone.
VI. R ELATED W ORK
Nowadays, wireless sensor networks are used in a wide
range of application domains [3], [4], [7]–[9]. There has
been much research to increase the quality of unstable lowcost sensor readings by employing intelligent calibration algorithms, such as the in-place sensor calibration algorithm from
Bychkovskiy et al. [15] and collaborative sensor calibration
from Xiang et al. [16]. However, to the best of our knowledge,
we are the first to evaluate the exact quality of individual noisy
sensor readings. We propose a method to compute the quality
of individual measurement, which can be used for example
to evaluate the goodness of a calibration scheme. Cheng and
Prabhakar [27] and Reznik and Kreinovich [28] propose probabilistic methods to automatically detect sensor readings that
reveal uncertainties above a given threshold and improve data
accuracy and reliability. We combine phenomenon and sensor
models with knowledge on the monitored signal to calculate
signal bounds. Also Elnahrawy and Nath [11] combine the
noise characteristic of the sensor and prior knowledge of true
sensor readings to compute probabilistic confidence bounds.
However, they do not incorporate sensor drifts, which can have
a significant impact when using low-cost gas sensors.
There is a vast body of literature on outlier detection

techniques in general [29] and for wireless sensor networks
in particular [30]. Most of the proposed outlier detection algorithms can efficiently handle transient sensor errors, caused
by faulty sensor readings that appear abnormal [31]. Different
techniques exist to find transient errors, such as done by
Elnahrawy and Nath [32] by learning spatio-temporal data
correlations, Sheng et al. [33] by using histogram-based data
abstractions, and Mukhopadhyay et al. [12] by predicting the
next sensor reading based on past measurements. Our approach
differs from previous work in the way that we are also able
to detect systematic sensor errors (i.e., faulty calibration) due
to the requirement of reference measurements.
VII. C ONCLUSIONS
Knowing the accuracy of collected measurements is of great
use for many wireless sensor network applications, where
due to limited resources (e.g., energy and bandwidth) lowcost sensors are used that deliver noisy sensor readings and
suffer from a high drift over time. In this paper, we propose
a method to calculate safe accuracy bounds for individual
sensor readings. Further, we automatically detect and filter
out systematic and transient sensor errors. Our approach is
model-driven as it is supported by models that describe the
phenomenon of interest and the sensor characteristic in order
to compute accuracy bounds with the help of at least one highquality reference measurement. The models are independent of
the signal range algorithm and can be simple or elaborate, as
desired. Moreover, the proposed method does not incur any
additional overhead on the sensor nodes.
Our evaluation of static and mobile temperature and ozone
measurements demonstrates the applicability of our method.
The comparison with high-quality reference measurements
reveals the good precision of the computed signal ranges.
Up to 96 % of the temperature and up to 92 % of the ozone
reference measurements are inside the evaluated signal ranges.
Further, we revealed how the amount of available reference
data influences the size of the signal ranges and the detection
of erroneous sensor readings. By analyzing 1.5 years of
temperature and ozone measurements we showed that the
ozone sensor’s reliability depends on seasonal changes of
environmental conditions.
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